
 

 

 

 

 

Grau en Enginyeria Informàtica de Gestió i Sistemes d’Informació 

 

 

DESIGN AND CONFIGURATION OF A NETWORK INFRASTRUCTURE FOR 
VIDEOGAME EVENTS 

 

Memòria 

 

 

Pere Castillo Japón 

TUTOR: Léonard Janer 

 

Curs 2017-2018 

 

 

 



 

 

 

 

Agraïments 

Vull donar les gràcies a totes les persones que han fet aquest treball possible. Al meu tutor, 

Léonard, per tota la ajuda que m’ha donat al llarg del desenvolupament del projecte, totes les 

hores que m’ha ajudat a resoldre dubtes i preguntes. A la gent de SIRT, que gràcies a ells he 

entès molts conceptes tècnics i descobert tecnologies que m’han permès portar a terme aquest 

treball. I especialment a la meva família, per tot el suport emocional que m’han donat al llarg 

d’aquest curs. Moltes gràcies a tots.



 

 

Abstract 

The development of this project is based on the theoretical study of the state of the art in network 

configurations for the videogame industry and a suggestion of a case for its study and proposal 

and argument of multiple solutions given the case’s needs. In our case we will provide 

configuration solutions based on Cisco network infrastructures and following Best practices 

established by this manufacturer. 

Resum 

La realització d’aquest projecte es basa en l’estudi teòric de l’estat de l’art en configuracions de 

xarxa útils pel món dels videojocs i la proposta d’un cas pràctic pel seu estudi i la presentació i 

argumentació de diverses solucions donades les necessitats d’aquest. En el nostre cas es 

proporcionen solucions de configuració de fabricant Cisco seguint les Best practices establertes 

per aquest. 

Resumen 

La realización de este proyecto se basa en el estudio teórico del estado del arte en 

configuraciones de red útiles para el mundo de los videojuegos, la propuesta de un caso práctico 

para su estudio i presentación i argumentación de diversas soluciones dadas las necesidades de 

este. En nuestro caso se proporcionan soluciones de configuración de fabricante Cisco siguiendo 

las Best practices establecidas por este. 
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1. Object of the project 

This project defines the bases needed to configure a network for videogame events and to help 

everyone who wants to organize a videogame event assuring to take into account key facts such 

as low latency and high availability and helps to prioritize what features are the most important 

for non-massive local videogame events. 

The idea of this project was chosen due to the exponential growth of the videogame industry and 

its own market space apart from personal preference for network configurations and videogames. 
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2. State of the art 

2.1. Events 

2.1.1. Introduction 

Along this year, numerous sports, videogames, technology, television, music and film related 

events took place. 

The focus of this project will be those technology and videogame related events such as Mobile 

World Congress, Barcelona Games World, Gamergy, Electronic Entertainment Expo, 

DreamHack, Gamescom or Euskal Encounter. 

However, before digging into these precise events we need to establish the bases and general 

information about how they are distributed and what are their current network needs. 
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2.1.2. Zones 

2.1.2.1. What are Zones? 

Cambridge English definition of zone: 

An area, especially one that is different from the areas around it because it has different 

characteristics or is used for different purposes. 

2.1.2.2. Types of Zones 

Zones are classified by the number of functionalities they offer. There are two types: 

 Single functionality zones: Those zones that only fulfil a single functionality to solve 

a single need and give only one specific service. 

 Joint functionality zones: Those zones that fulfil multiple functionalities to solve 

more than one need or give more than one specific service. 

Joint functionality zones can be composed of multiple single functionality zones. 

A par from the number of functionalities classification, each one can be divided depending on 

the functionality they fulfil. 

The single functionality zone types that exist are the following ones: 

 Stands 

o Cambridge English definition of stand: 

 “a small shop or stall or an area where products can be shown, 

usually outside or in a large public building, at which people can buy 

things or get information” 

 Stages 

o Modified definition from Cambridge English definition of stage: 

 “the area in a theatre or space that is often raised above ground level 

and on which actors or entertainers perform” 

 User-interaction zones 

o Custom definition of user-interaction zone: 
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 “zone with devices prepared to offer or to let visitors test a 

functionality” 

 Shops 

o Cambridge English definition of shop: 

 “a place where you can buy goods or services” 

 Rest zones 

o Custom rest zone definition: 

 “zone for the visitors and/or the speakers to rest and disconnect from 

their surroundings momentarily” 

Joint functionality zone types that exist are the following ones: 

 VIP zones 

o Custom VIP zone definition: 

 “zone for speakers and those visitors who acquired a higher quality 

entrance, where they can enjoy the functionalities of the single 

functionality zones with higher quality” 

 Press zones 

o Custom Press zone definition: 

 “zone specially designed to fulfil the needs of the press visitors” 

2.1.2.3. Zone types and network needs 

The needs that each zone requires depend of its classification. Given the previously done 

classification the needs for each type of single and joint functionality zone are the following 

ones. 
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Stands: 

 They require a filtered connectivity for the offers exposition devices to make sure no 

external device, apart from the ones related to the stand and the maintenance devices, 

can access the inner network. 

 In case there is billing, they require a secured connection for the ATM. 

 They require an access point for the visitors’ Wi-Fi network. 

 Electric supply non- accessible to visitors that will grant electricity to the network 

and the stand devices. 

Stages: 

 They require a filtered or isolated connectivity for the stage devices with the 

corresponding display screens to make sure no external device apart from the 

maintenance one and the ones related to the stage can access that inner network. 

 A high availability and low latency architecture to prevent the stage expositions 

interruptions. 

 Grandstands with Wi-Fi connectivity to the visitors’ generic Wi-Fi network. 

 Electric supply for the stage devices non-accessible to visitors. 

User-interaction zones: 

 They require connectivity for the devices available to the public depending on their 

applications and features needed to run those applications. 

 Network securitization to not allow the devices from this zone to access other inner 

networks however, allowing them to access the internet if needed. 

 Wi-Fi connectivity to the visitors’ generic network. 

 Electric supply for the devices not accessible to visitors. 
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Shops: 

 They require a filtered connectivity for the shop devices to make sure no external 

device, apart from the ones related to the shop and the maintenance devices, can 

access the inner network. 

 Secure connectivity for the store ATMs. 

 Wi-Fi connectivity to the visitors’ generic network. 

 Electric supply non-accessible to visitors. 

Rest zones: 

 They require Wi-Fi connectivity to the visitors’ generic network. 

 An Ethernet connection area for a Bring Your Own Device area. 

 Display connections. 

 Electric supply accessible to visitors. 

Press zones: 

 They require a higher speed connection network to let the press members publish or 

share their articles soon. 

 Filtered connectivity for the Bring Your Own Device area to make sure no non-

authorized device accesses the inner network and to not let the devices from this 

network access the other inner networks. 

 Electric supply accessible to the press members. 

Due to the fact that VIP zones are joint functionality zones, their network needs are different 

depending on the functionalities that are assigned to them. However, they must offer a higher 

quality version of the requirement fulfilment. 
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2.1.3. Previously organized events 

2.1.3.1. Gamergy 

Gamergy is the most important Spanish videogame event. Organized by Liga de Videojuegos 

Profesional(LVP) and Institución Ferial de Madrid(IFEMA). It contains the most relevant 

amateur and professional videogame competitions from Spain. It takes place in Madrid at the 

IFEMA Fair from December the 16th until December the 18th 2017. 

The major company in the network configuration process is the Spanish internet service provider 

Orange. 

In Gamergy’s latest edition the number of participants reached the 32000 number of attendants 

and the 320000 number of on-line viewers. (1) 
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Figure 1: Gamergy activity map 

As shown in Figure 1 there are lots of activities and zones offered by the event organization. 

However, they can be divided in fewer more descriptive groups. 

The grouped activities and zones are the following from which we could describe some of their 

technological needs: 

 Videogame professional and amateur competitions. (VoIP communication for team 

competitions, Low latency, High availability). 

 Videogame challenges. (VoIP communication for team games, low latency). 

 Food establishments (zone described as Shop with its needs). 

 Thematic zones to try videogames and get merchandise from that videogame. (VoIP 

communication for team games, high availability, low latency)(Zones described as 

Stands and user-interaction zones). 

 IT shops. (Zones described as Stands and Shops). 
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 Fan meeting zones. (User-interaction zones). 

 VIP zone. (Zone described previously). 

2.1.3.2. Barcelona Games World 

Barcelona Games World is a videogame and e-Sports event that serves as an exhibitor for 

videogame developing industries, as a place to have fun for visitors that want to play videogames 

or watch people play videogames, as a place for professional e-Sports players to show off their 

skills and as a rally point for people who love retro videogames. 

Barcelona Games World takes place in Barcelona at Barcelona’s Fair between Montjuïc and 

Gran Via from October the 5th until October the 8th 2017. 

The major company in the network configuration process is the Spanish internet service provider 

Orange. 

In Barcelona Games World latest edition the number of attendants reached the 135000, without 

taking into account the number of videogame developer industries which reach the 210 exhibitor 

companies. 

It made available more than 1500 devices for the attendants to try upcoming videogames or play 

those who they wanted. (2) 
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As shown in Figure 2 there are lots of activities and zones offered by the event organization. 

However, they can be divided in fewer more descriptive groups. 

The grouped activities and zones are the following from which we could describe some of their 

technological needs: 

 Game Jam: Videogame development competition for university students. (Zone 

described as a user-interaction zone). 

 Educational Conferences. (Zone described as a Stage). 

 Workshops. (Zone described as a user-interaction zone). 

 Food establishments. (Zone described as Shop with its needs). 

 Videogame professional and amateur competitions. (VoIP communication for team 

competitions, high availability, low latency) (Stages for professional competitions). 

 Stage Programs. (Zone described as Stage) (High availability). 

 Merchandise stores. (Zone described as shop and stand). 

 Game developers Conferences. (Zone described as Stage). 

 

Figure 2: BGW Activity list 
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 Free gaming. (Public videogame devices)(Zone described as user-interaction zone) 

(VoIP communication for team games). 

 Professional gaming stars meetings. 

2.1.3.3. Euskal Encounter 

Euskal Encounter is a massive meeting point for people who love information technology and 

professionals to exchange knowledge and do any sort of activity related to IT. (3) 

Euskal Encounter takes place in Bilbao at Bilbao Exhibition Centre from July the 22nd until July 

the 25th 2017. 

The major company in the network configuration process is the Spanish internet service provider 

Euskaltel. 

At Euskal Encounter attendants can participate in different activities grouped as follows: 

 Digital creativity: 

 Digital Art: The space for visual arts and music. A place where 

participants can show off their artistic skills using their computer and the 

latest technologies and software as a tool. 

 Demoscene: It is an IT subculture that promotes artistic expression 

through programming techniques. 

Hardware: 

 Robotics: 

 National robotics league. (Zone with devices configured to 

provide a comfortable programming environment) 

 Introduction to educational robotics. (Zone with devices 

configured to provide a comfortable programming environment) 

 Introduction to competitive robotics: Sprinters. (Zone with 

devices configured to provide a comfortable programming 

environment) 

 Introduction to competitive robotics: Minisumo. (Zone with 

devices configured to provide a comfortable programming 

environment) 
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 Arduino: 

 IOT Arduino UNO through the internet.(Zone with devices 

configured to provide a comfortable programming environment) 

 Arduino workshop.(Zone with devices configured to provide a 

comfortable programming environment) 

 Rubik’s Cube Structure course. 

 Virtual Reality (VR): 

 VR Experience zone.(Zone with devices configured to provide a 

comfortable trial environment) 

 3D printing. (3D printing specific devices) 

 Drones (Drone building and configuring specific devices) 

Free software: 

 Hack it/Solve it. (Isolated Network environment to prevent the activity 

from interfering with the general event network) 

 Fast FoSS Game. (Game developing) 

 Artificial Intelligence contest. (AI development environment) 

 Smash CTF (Isolated Network environment to prevent the activity from 

interfering with the general event network) 

Games: 

 Videogame tournaments. (VoIP communication for team competitions, 

high availability, low latency).(Stages for professional competitions) 

Conferences and workshops (Stages) 

BYOD. (User-interaction zones or Rest zones) 

2.2. Technology 

2.2.1. Wireless 

As Internet of Things (IOT) becomes a more and more accepted and developed part of the 

industry, the need to support connectivity from various devices to the internet through Wi-Fi 

becomes a must in a network solution for any problem. 

Even though everyone knows about Wi-Fi, few people know how this technology works. 
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Wi-Fi is a radio-wave based communication technology for wireless local area networking 

with devices based on the IEEE 802.11 standards. It most commonly works with the 2.4 GHz 

and 5GHz radio bands, and each radio band is divided in channels. 

Wi-Fi connections can be disrupted or the Internet speed lowered by having multiple devices 

on the same area. This is caused by having those devices configured to work with the same 

radio band channel or the neighbour radio band channels. Other devices that work with 

2.4GHz bands like microwave ovens, security cameras, 

ZigBee devices, Bluetooth devices and more can cause 

additional interference.(4) 

Each Wi-Fi connection can be associated to a Service 

Set Identifier (SSID). 

A service set is the group of all devices associated with a 

particular network. Therefore, a Service Set Identifier is 

a mechanism to distinguish each network or subnet. 

Each SSID can be assigned to one or more Access Points 

(AP) which will spread its signal allowing people with 

the required security credentials to access the Internet. 

Figure 3 shows a device detecting all available 

surrounding SSIDs that it is identifying. 

2.2.1.1. IEEE 802.11 

IEEE 802.11 is a set of media access control (MAC) and physical layer (PHY) specifications 

for implementing wireless local area network (WLAN) computer communication in the 900 

MHz and 2.4, 3.6, 5, and 60 GHz frequency bands. They are created and maintained by the 

Institute of Electrical and Electronics Engineers (IEEE) LAN/MAN Standards Committee 

(IEEE 802). The base version of the standard was released in 1997, and has had subsequent 

amendments. The standard and amendments provide the basis for wireless network products 

using the Wi-Fi brand. While each amendment is officially revoked when it is incorporated in 

the latest version of the standard, the corporate world tends to market to the revisions because 

Figure 3: Device detecting available 

SSIDs 
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they concisely denote capabilities of their products. As a result, in the marketplace, each 

revision tends to become its own standard. 

The 802.11 family consists of a series of half-duplex over-the-air modulation techniques that 

use the same basic protocol. 802.11-1997 was the first wireless networking standard in the 

family, but 802.11b was the first widely accepted one, followed by 802.11a, 802.11g, 

802.11n, and 802.11ac. Other standards in the family (c–f, h, j) are service amendments that 

are used to extend the current scope of the existing standard, which may also include 

corrections to a previous specification.(5) 
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2.2.1.1.1 IEEE 802.11b and IEEE 802.11g 

IEEE 802.11b-1999 or 802.11b and IEEE 802.11g-2003 or 802.11g , both are  amendments to 

the IEEE 802.11 wireless networking specification which extend throughput to average 11 

Mbit/s and 22 Mbit/s accordingly, and 802.11g also extends the throughput up to 54 Mbit/s 

for forward error correction codes, using the 2.4GHz band. 

Both amendments are used in a point-to-multipoint configuration where an access point 

communicates via an omnidirectional antenna with mobile clients within the range of the 

access point. Allowable bandwidth is shared across clients in discrete channels. 

802.11g and 802.11b work on the same channels in 2.4GHz band. 

They use the channels 1 to 13 and, exclusively in other countries, 14 as shown in Figure 4. 

However, their channel configuration cannot use channels which overlap each other because 

that would lead to channel interference and a major efficiency flaw. 

The usable channel combination must assure that no channel is width is overlapping with 

another channel width. Channel widths and overlapping can be seen in Table 1.  

  

Figure 4: Channels and overlapping 



Design and configuration of a network for videogame events  17 

Tecnocampus Polytechnic Superior School 

 

Channel Center frequency Channel width Overlapping channels 

1 2.412 GHz 2.401 GHz - 2.423 GHz 2,3,4,5 

2 2.417 GHz 2.406 GHz - 2.428 GHz 1,3,4,5,6 

3 2.422 GHz 2.411 GHz - 2.433 GHz 1,2,4,5,6,7 

4 2.427 GHz 2.416 GHz - 2.438 GHz 1,2,3,5,6,7,8 

5 2.432 GHz 2.421 GHz - 2.443 GHz 1,2,3,4,6,7,8,9 

6 2.437 GHz 2.426 GHz - 2.448 GHz 2,3,4,5,7,8,9,10 

7 2.442 GHz 2.431 GHz - 2.453 GHz 3,4,5,6,8,9,10,11 

8 2.447 GHz 2.436 GHz - 2.458 GHz 4,5,6,7,9,10,11,12 

9 2.452 GHz 2.441 GHz - 2.463 GHz 5,6,7,8,10,11,12,13 

10 2.457 GHz 2.446 GHz - 2.468 GHz 6,7,8,9,11,12,13 

11 2.462 GHz 2.451 GHz - 2.473 GHz 7,8,9,10,12,13 

12 2.467 GHz 2.456 GHz - 2.478 GHz 8,9,10,11,13,14 

13 2.472 GHz 2.461 GHz - 2.483 GHz 9,10,11,12,14 
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14 2.484 GHz 2.473 GHz - 2.495 GHz 12,13 

2.2.1.1.2 IEEE 802.11a, IEEE 802.11n and IEEE 802.11ac 

IEEE 802.11a-1999 or IEEE 802.11a is an amendment of the IEEE 802.11 standard which 

defined requirements for orthogonal frequency division multiplexing (OFDM) 

communication system.  

IEEE 802.11n-2009 or IEEE 802.11n is another amendment of the IEEE 802.11 standard 

which features an improve of the network throughput over the 802.11a and 802.11g 

amendments with an increase in the maximum net data rate from 54 Mbit/s to 600 Mbit/s with 

the use of four streams at a channel width of 40 MHz. It is also referred to as MIMO 

(Multiple Input and Multiple Output). MIMO is a technology that uses multiple antennas to 

coherently resolve more information than possible using a single antenna. One way it 

provides this is through Spatial Division Multiplexing (SDM), which spatially multiplexes 

multiple independent data streams, transferred simultaneously within one spectral channel of 

bandwidth. 

IEEE 802.11ac is yet another amendment of the IEEE 802.11 standard which provides high-

throughput WLANs. The specification has multi-station throughput of at least 1 gigabit per 

second and single-link throughput of at least 500 megabits per second (500 Mbit/s). This is 

accomplished by extending the air-interface concepts embraced by 802.11n: wider RF 

bandwidth (up to 160 MHz), more MIMO spatial streams (up to eight), downlink multi-user 

MIMO (up to four clients), and high-density modulation (up to 256-QAM). 

All three of the described amendments work on the 5GHz band, and the 802.11n can also be 

used in the 2.4GHz bands. When using the 5GHz bands the channels can be grouped and 

assigned to work with a single SSID to increase its maximum throughput. 

The number of channels available for the 5GHz and 2.4GHz bands is subjected to the country 

legislation. 

Table 1: Channels and bandwidths of 2.4GHz frequency 
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2.2.1.1.3 5G 

5th generation wireless systems, also known as 5G, are in-development improved 

networks deploying in 2018 and later. The primary technologies of those networks 

include: Millimeter wave bands which work at 26, 28,38 and 60 GHz which offer 

performance as high as 20 Gbps but are highly susceptible of interference from the 

weather and humidity, Massive MIMO which have from 64 to 256 antennas which 

work in frequencies from 600 MHz to 6 GHz. 

As an in-development technology there is not much information available for its 

study. 

2.2.1.2. Access Points 

The access points are devices in charge of 

spreading the signal of SSIDs. These 

devices, nowadays work with 2.4GHz and 

5GHz frequency bands, being able to spread 

SSIDs assigned on channels of each 

frequency. 

Access points can be configured to work in three 

different modes, autonomous also known as 

standalone, lightweight and mobility express. 

In autonomous mode, access points are configured as self-sufficient devices which are 

individually managed, they are also in charge of assigning an IP address to each user that 

connects to an SSID and route the traffic to its assigned default gateway. With that concept in 

mind, the management of a network with multiple access points becomes a hard task due to 

having to take into consideration the different individual configurations, channels and 

frequencies that each access point works with for later changes which could lead to an 

unwanted channel overlapping or misconfigurations. 

In lightweight mode, access points are not configured individually. Instead, they retrieve their 

configuration from a device called Wireless LAN Controller (WLC). In this mode the access 

Figure 5:Cisco Aironet 1830 series 
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points first establish a CAPWAP tunnel between the WLC and them, to be able to retrieve 

their assigned configuration and any configuration changes that the WLC makes to that AP. 

WLC is a device which unifies all the configurations of SSIDs, frequencies, VLANs assigned 

to the SSIDs and assigns a configuration to each access point depending on the existing 

access points configuration that were previously assigned. 

Having a centralized point for configuring a high number of access points makes its 

management easier, more cost-efficient and less time consuming than having to configure 

each access point individually. It also contributes to make it easier to know which 

configurations are defined for each access point to prevent misconfigurations or assignments 

of overlapping channels to access points that are close to each other. 

In Mobility express mode, one of the APs of the network assumes the role of the WLC when 

it does not detect any WLC in that network. In this case the access point is in charge of 

configuring and communicating with the other APs. 

Figure 5 shows a Cisco Aironet AP which can be configured in all three modes. 

2.2.2. Wired 

2.2.2.1. VLANs 

A VLAN (Virtual Local Area Network) is a broadcast domain that is divided and isolated in a 

network at the Data link layer. They work by applying tags to network packets and handling 

these tags in networking systems creating the appearance and functionality of network traffic that 

is physically on a single network but acts as if split between separate networks. This way 

VLANS keep network applications isolated despite being connected to the same physical 

network. 

They are also used to group hosts and devices together even if they are not directly connected to 

the same switch. This feature provides network segmentation which increases the scalability, 

security and makes the network easier to manage. It also helps manage broadcast traffic by 

forming multiple broadcast domains. 
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A common infrastructure shared across VLAN trunks can provide a measure of security with 

great flexibility for a comparatively low cost. Quality of service schemes can optimize traffic on 

trunk links for real-time (e.g. VoIP) or low-latency requirements (e.g. SAN). However, VLANs 

as a security solution should be implemented with great care as they can be defeated unless 

implemented very carefully. 

2.2.2.1.1 IEEE 802.1Q 

IEEE 802.1Q, often referred to as Dot1q, is the networking standard that supports virtual LANs 

(VLANs) on an IEEE 802.3Ethernet network. The standard defines a system of VLAN tagging 

for Ethernet frames and the accompanying procedures to be used by bridgesand switches in 

handling such frames. 

802.1Q adds a 32-bit field between the source MAC address and the EtherTypefields of the 

original frame. This field is divided by two sub-fields which are the Tag Protocol identifier 

(TPID) and the Tag Control Information (TCI). 

The TPID contains a value of 0x8100 in order to identify the frame as an IEEE 802.1Q-tagged 

frame. 

The TCI contains another three sub-fields. The Priority Code Point (PCP) which maps the frame 

priority level, the Drop Eligible Indicator (DEI) which indicates frames eligible to be dropped 

when there is congestion formerly used for the Canonical Format Indicator (CFI), and VLAN 

Identifier (VID) which specifies the VLAN to which this frame belongs. (6) 

Figure 6shows the placement of the 802.1Q header. 
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2.2.2.1.2 VLAN Routing and switching 

Switches that are directly connected to a VLAN have their directly connected port in mode 

access and with the id of the VLAN they are connected to. When they receive traffic from that 

port, switches tag this traffic with the 802.1Q header and send them to another switch through a 

trunk mode port, in case there is only one VLAN it could be an access mode port, however, it is 

not recommended and it is a bad practice. When the next switch receives that traffic, it sends it to 

the following switch through a trunk port or to a router through another trunk port. The router 

interface which is the one connected to the switch that is sending traffic is divided in 

subinterfaces, one for each VLAN, so then the router knows from which VLAN is he receiving 

the traffic and to which VLAN, if the traffic’s destination is another VLAN, it is going to send 

that traffic. The router also works as a bridge to external connectivity. 

 

2.2.3. Security 

Network security consists of policies and practices adopted to prevent and monitor unauthorized 

access, misuse, modification or denial of a computer network and network-accessible resources. 

This concept starts with the Authentication Authorization and Accounting (AAA) which refers to 

a family of protocols which mediate network access. 

Figure 6: 802.1Q Header location 
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2.2.3.1. Wireless threats 

As a shared media, wireless is more susceptible to suffer an attack. Possible threats include, but 

are not limited to: 

- Network sniffing to eavesdrop: Unlike Wire-based LANS, the wireless LAN user is not 

restricted to the physical area of a company or to a single access point. An attacker 

targeting an unprotected WAP (Wireless AP) needs only to be in the vicinity of the target 

and no longer requires specialized skills to break into a network. 

- Denial of Service: Potential attackers who cannot gain access to your Wireless LAN can 

nonetheless pose security threats by jamming or flooding your wireless network with 

static noise that causes wireless signals to collide and produce CRC errors. 

- Rogue/Unauthorized Access Points: WAPs can be easily deployed by anyone with 

access to a network connection, anywhere within a corporation or business. 

- Incorrectly configured Access Points: Incorrectly configured access points are an 

avoidable but significant hole in WLAN security. Many access points are initially 

configured to openly broadcast SSIDs to authorized users. Many honest network 

administrators have incorrectly used SSIDs as passwords to verify authorized users. 

However, because the SSID is being broadcasted, this a large configuration error that 

allows intruders to easily steal an SSID and have the AP assume they are allowed to 

connect. 

- Network abuses: Authorized users can also threaten the integrity of the network with 

abuses that drain connection speeds, consume bandwidth, and hinder a WLAN's overall 

performance. A few users who clog the network by trading MP3 files can affect the 

productivity of everyone on the wireless network. This ultimately leads to users who are 

trying to be productive complaining that the network is slow or that they keep losing 

connection.(7) 

2.2.3.2. Wired Threats 

As a non-shared media, wired networks are slightly more secure than wireless; however, they are 

not threat-proof. A list of possible attacks is described below: 
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- Man in the middle: An unwanted devices establishing a connection between two other 

devices and sniffing all the traffic that both devices exchange. 

- Spoofing: The act of masquerading as a valid entity through falsification of data such as 

IP address or MAC address. 

- Tampering: Malicious modification of products. 

- Privilege escalation: An attacker is able to elevate their privileges or access level without 

authorization. 

- Backdoors: A secret method of bypassing normal authentication or security controls. (8) 

2.2.3.3. Frontier security and network monitoring 

A higher level of network security can be achieved through the usage of Intrusion Prevention 

Systems (IPS), Intrusion Detection Systems (IDS) and Firewalls. 

2.2.3.3.1 Intrusion Detection Systems 

An Intrusion Detection System (IDS) is a device in charge of monitoring a network or a group of 

systems to detect malicious activity or policy violations. 

By analysing the traffic in a network, malicious activity can be detected through two different 

methods: 

1- Signature Based Detection: It detects attacks through a specific pattern such as byte 

sequences in network traffic or known malicious instruction sequences used by malware. 

This method is also used by anti-virus software. 

2- Anomaly Based Detection: It uses machine learning to create a model of trustworthy 

activity, and then compare new behaviour against this model. 

2.2.3.3.2 Intrusion Prevention Systems 

Intrusion Prevention Systems (IPS) are devices that, as an extension of an IDS, also monitor 

network traffic and system activities for malicious activity. The main differences between them 

and IDSs are that IPSs are placed in-line and are able to block or prevent intrusions that are 

detected. 
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They work with the same methods as an IDS, signature-based detection, anomaly-based 

detection, and an additional method called Stateful protocol analysis detection which identifies 

deviations of protocol states by comparing observed events with “pre-determined profiles of generally 

accepted definitions of benign activity"(9) 

2.2.3.3.3 Firewalls 

Firewalls are network security systems which monitor and control incoming and outgoing 

network traffic based on predetermined security rules. It is commonly used as a barrier between a 

trusted internal network and untrusted external network. 

Firewalls can serve multiple functionalities. They can work as packet filters on the network layer 

not allowing packets to pass through unless they match a given rule set, as an application layer 

filter intercepting packets travelling from or to an application working with Deep Package 

Inspection (DPI), as proxies acting as gateways from one network to another for a specific 

network application, and as Network Address Translation devices protecting the internal IP 

addresses from the external network hiding their range with another range of public IP 

addresses.(10) 

2.2.3.4. Network Access Control (NAC) 

Network Access Control is an approach to computer security that attempts to unify endpoint 

security technology, user system authentication and network security enforcement. 

The main goals of NAC are the following: 

1. Mitigation of non-zero-day attacks. 

2. Authentication Authorization and Accounting of network connections. 

3. Encryption of traffic to the wireless and wired network using protocols for 802.1X such 

as EAP-TLS or EAP-PEAP. 

4. Role-based controls of user, device, application or security posture post authentication. 

5. Automation with other tools to define network role based on other information such as 

known vulnerabilities, jailbreak status etc. 

6. Policy enforcement. 

7. Identity and access Management. 
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Cisco’s solution for this precise feature is called Identity Services Engine (ISE) and fulfils most 

of the goals described previously. 

2.2.4. Management 

Traditional devices were configured to work as standalone units that could work independently 

of the network, however, this feature comes with a major flaw in maintainability due to having to 

go device by device changing each configuration individually which leads to wasting more time 

having to connect to each device than configuring it. (see previously mentioned standalone APs 

2.2.1.2) 

Later, more devices started to be managed through a central unit which was in charge of 

managing every device connected to it and configuring each one of them. For example, the WLC 

controlled APs. 

This need of having multiple devices controlled to a centralized management unit originated 

what is now called Software Defined Networks. 

One of the most recent implementations of SDNs is Cisco Meraki’s Cloud based Management. 

Which creates a central dashboard on which you can easily configure devices and networks as a 

whole. Meraki’s solution allows you to manage a network topology from any place where you 

have internet connectivity, allowing you to remotely control, manage and view the state of your 

network configuration and devices. 
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3. Methodology 

First, we will define our project schema. Once we have done the schema we will establish the 

activities and the timetable that we follow when working in the project. 

Afterwards, we will gather information about the previously configured events. 

To gather the information, we need to carry out this project we will meet the representatives of 

companies that took part in the design and configuration of the network architecture of the 

previously mentioned events. Apart from that, we will gather information about Cisco’s similar 

network architecture solutions to use it in our project’s standard videogame event configuration. 

The criteria that will be used to filter the technological and the architecture solutions will be the 

following: 

1- Functionality fulfilment: Does this solution fulfil all the network requirements defined 

for our standard videogame event? 

2- Availability: Could we easily obtain the technology to define a prototype if we decided to 

use this solution as a part of ours? 

3- Cost: Is it affordable or cost efficient? Correlation between functionalities and cost. 

While doing the information research, we will define our standard videogame event and its 

needs. 

From that point onwards, we will use the information gathered to design a first topology through 

the use of LucidChart conceptual network design functionality. 

Once we have a solid topology we use GNS3 to emulate a semi-real-life environment in which 

the devices properly configured will work in. 

When we have the solid topology in GNS3 designed, we will build a prototype to test its 

functionality in a real-life environment.
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4. Case Study 

4.1. Introduction 

Tecnocampus wants to organize a medium size videogame event, and we are the ones in charge 

of studying possible configuration options and presenting a best configuration design according 

to how they want to organize the space and areas that they dispose of, and how many people they 

expect to come. 

Disclaimer: Our solution will not take into account the existing devices forming the current 

network topology, however, it will take into account all the connections and wired infrastructure 

when deciding where to place our new devices. 

4.2. Description 

The areas that Tecnocampus wants to use for the event organization are the following:  

- A floor called Foyer in the TCM2 building: This area will be used to carry out the main 

activities of the event. It is divided into two different subareas, the Foyer itself and an 

auditorium. The auditorium will be used as a stage zone for tournaments and videogame 

speeches and the Foyer will be used for user-interaction zones, a second smaller stage, 

stands and rest zones. 

- The outdoors area: This area will be used mostly for stands, shops and rest zones. 

Both zones are shown in Figure 7. 

Therefore, the Foyer zone must include both wired and wireless connectivity and the outdoors 

area will only have wireless connectivity. 

The devices thought to deliver connectivity to the outdoors area must be rough weather resistant 

and should support electrical supply through both POE and copper cable. 
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Figure 7: Foyer floor map 
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4.3. Possible solutions 

Given that the case described before matches with a small-medium videogame event, the most 

important features that we will take into account when offering a solution to the network 

configuration are the following: 

- Scalability: Easy to replicate and redeploy the network components configuration. 

- Easy to deploy and dismount and reusability: Due to temporality we might want to reuse 

the devices for other events therefore the network topology should be as easy to deploy 

and dismount as possible. 

- Easy to manage, troubleshoot and update: being a small event means that there will be 

less devices required to deliver the connectivity, however, as the number of devices 

required decrease, the remaining devices become more critical when providing that 

connectivity. Which means that a single device malfunctioning could cause a higher 

impact in a network with less devices than in a network with a large number of devices. 

Therefore, if a device goes down or starts malfunctioning, the lower the time it takes to 

identify the problem and implement a solution the better. 

- Failure tolerance, High availability (HA): When a network device malfunctions the other 

healthy devices must be able to redistribute the current connections that the 

malfunctioning device had to themselves or other healthy devices. 

With those key concepts in mind and using Cisco’s devices we propose the following 

configuration options for wireless, wired, security and management based on the infrastructure 

shown in Figure 8. 
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Figure 8: Base Network Topology 
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4.3.1. Wireless 

For the wireless infrastructure, access points must be managed through a Wireless LAN 

Controller or a device which acts as one allowing the network administrators to maintain, update 

and configure all the access points from only one place reducing time and effort costs. 

Therefore, a WLC device can be used directly or an access point that supports the Mobility 

Express mode which allows this access point to work as both an access point and a WLC. 

Then we have a network with a WLC device and multiple access points in lightweight mode, or 

a network with an access point in Mobility express mode acting as a WLC and multiple access 

points in lightweight mode. 

The solution using an access point as a WLC is not recommended for high density events, due to 

the fact that having the responsibility of a WLC while serving as an access point with numerous 

connections can impair the performance of that access point and the WLC, leading to an 

impaired performance of the rest of access points. 

Configuration wise, the WLC should configure the access point to know each SSID and VLAN 

that they will spread and define the management VLAN which will be used for all the network 

topology devices for management purposes. 

A part from the solutions using WLC devices and access points in Mobility Express mode, there 

is a third solution which involves Meraki’s cloud managed devices, however as it mostly 

includes features about management we explain it in the Management section. 
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4.3.2. Wired 

The wired structure that we will use only includes the access layer and the distribution layer due 

to the event not being complex enough to integrate a core layer. In case the event was more 

complex we could use a core layer and the devices (switches) according to that layer. 

For wired infrastructure, switches should be differentiated between access layer switches, which 

will grant connectivity to the end devices that need it, and distribution layer switches which will 

provide connectivity to other network devices. 

The access layer switches are the ones in charge to tag and mark the VLANs from which the 

traffic starts or where it goes. Therefore, when configuring those devices we must take into 

consideration port VLAN tagging or enabling port VLAN trunk ports. 

Port VLAN tagging is mostly used when directly connected to end devices which are associated 

to specific VLANs, and trunk ports are used when those ports connect to a device which 

manages multiple VLANs, for example an access point with multiple SSIDs and a VLAN for 

each one or another switch. 

Therefore we must define a VLAN for each of the device groups that we are going to have in the 

event to be able to tag the switch ports accordingly and ease the device management for each 

VLAN. 

As we defined before, there will be devices that will be open for use in user-interaction zones, 

devices in the scenario zone, and wireless devices. A part from those we should differentiate 

between the devices which the management staff will use to monitor and control the network 

while the event is taking place and the VIP devices. 
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Then, as a summary of VLANs we should have: 

1- A VLAN for free access devices which would be called OpenDevices 

2- A VLAN for management or corporative devices called EventCorp. 

3- A VLAN for Guests, which will be used in wired and wireless connections, called 

EventGuests. 

4- A VLAN for VIP Guests, which will be used in wired and wireless connections, 

called EventVIPGuests. 

5- A VLAN for the Stage devices called StagePCs. 

6- A VLAN for quarantined devices. 

Defining those VLANs will help us establish Quality of Service Policies for each of them 

individually defining preferences and package priorities, and establish the security policies to 

follow. 

Our Wired infrastructure will be defined following a Circular structure, which means that to 

access the same device or connection there will be more than one path to follow, however, this 

could cause loops if not correctly defined, therefore we will use the Spanning Tree Protocol to 

avoid the presence of loops establishing route priorities. This structure helps us assure one of the 

High Availability requirements due to the fact that if one of the links to a device falls or 

malfunctions, the device can still get the connection through another route until the link recovers. 

4.3.3. Security 

In our security solutions we must take into consideration 2 different concepts. Internal network 

device access security and external network device access security. 

As our internal network device access security we could use different configurations such as: 

- Having each device to define locally management usernames and passwords with 

privilege levels that can be used by network administrators to modify, update or manage 

device configurations. 

- Having an external authentication server through TACACS+ or RADIUS. In this case 

you should register all the users allowed to manage the network devices in the external 

AAA server. Also, using an external authentication server you could define what 
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commands each user is allowed to perform a part from setting their privilege level like in 

the previous solution. 

As our external network device access (or accessing the internet) we have some essential 

configurations which include: 

1- For the wireless section: 

a.  To define a WPA2-PSK password for each of the SSIDs that we are going to 

spread. 

2- For the wired section: 

a. To define access lists to allow or deny connections to specific IPs or between 

different VLANs which we do not want them to see one another. 

b. To have security policies which filter the layer 7 access depending on the 

contents and category of that page. 

A part from those we can have more optional security configurations like the following: 

1- For the wireless section: 

a. To define a captive portal for guest users where they must register to get access to 

the internet. 

b. SMS authentication: which proves that the person that is trying to access the 

SSID is really a person due to the fact that all mobile numbers are associated to a 

NIF/DNI. 

2- For the wired section: 

a. To define an authentication server to manage connection from devices which are 

trying to access the internet through the wired environment. 

b. To know all the ports that the applications which are going to be used in that 

event will use and then cap all other connections that are not going to or coming 

from those ports. 

A part from preventive security we should consider including active security through the usage 

of an IPS or at least the usage of an IDS, even if the connectivity gets a bit slower, we prefer not 

risking the whole network robustness for a little speed. 



Design and configuration of a network for videogame events  37 

Tecnocampus Polytechnic Superior School 

 

4.3.4. Management 

In our management solution proposals the concept of scalability is the most important one, given 

that managing a dense network with no scalability means having to manage each device 

individually and doing that implies a huge waste of time whereas managing a scalable 

infrastructure you will most likely have a centralized management panel or dashboard which will 

allow you to manage all or most of your devices from a single place. 

Having that in mind the proposals are the following: 

- Using Cisco’s Prime Infrastructure. Which allows us to see the status of each topology 

device in real time and the events that took place during a period of time through a 

dashboard, a part from showing the connections established and connection requests and 

establishments as shown in Figure 9 and Figure 10. 

 

Figure 9: Cisco's Prime Infrastructure Connection Dashboard 
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- Using another Cisco solution called Identity Services Engine: Which allows us to control 

the access to our network and define policies accordingly, contain threats through 

assessing vulnerabilities. It can also catalogue each end user device depending on each 

security police that they fulfil and grant access to the network or deny it, through a 

feature called Posture it follows the sequence described in Figure 11Figure 11. It also 

allows us to see the amount of connections and devices currently connected to our 

network through a dashboard, see Figure 12. This solution can also work as an AAA 

server which allows integration with device authorization. A part from those features, it 

also includes a BYOD area configuration functionality which allows us to define an 

authentication methodology for those end user devices which are not permanent on our 

network. The Cisco ISE also includes a functionality called Profiling which identifies 

each device depending on its category, for example end-user device or network device; 

its model and version, for example a Cisco Catalyst 2960 or a Nexus 6k, the OS that they 

use, if they use a Linux distribution, Windows or IOS, etcetera, and it uses that 

information to allow the administrator to define policies according to the type of device. 

See Figure 13. 

Figure 10: Cisco's Prime Infrastructure Dashboard 
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Figure 11: ISE Posture Assesment 

Figure 12: ISE Dashboard 
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Figure 13: ISE Profiling Menu 
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- Using Meraki cloud managed devices: Meraki uses a cloud based management 

dashboard to which all its devices register and get their configuration details from. Being 

a cloud based dashboard allows the network administrator to access it from any device as 

long as it has the appropriate URL and credentials. It also has a mobile app which allows 

the administrator to manage the network through his mobile device. In this dashboard 

there are multiple views that show the network usage per client, application usage per 

client, see Figure 14, amount of traffic that is currently under use, network health and 

connection errors, as well as authentication errors, security assessment through air 

marshalling and rogue AP and SSID detection. It is a very powerful management and 

configuration infrastructure which allows you to configure all network devices from one 

place, such as firewalls, switches and access points. It also includes support to IP cameras 

and phones. With this dashboard you can locate each device by network, physical 

location and organization. 

4.4. Chosen solution 

Figure 14: Meraki Application usage by client 
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As we described before, our event does not require a permanent deployment of infrastructure and 

it needs to be easy and fast to configure manage and troubleshoot, a part from having basic 

security measures and monitoring. 

Therefore we chose to implement a Meraki-based infrastructure to fulfil all our previously 

defined requirements. 

 

4.4.1. Explanation 

Meraki, as we stated before, is a cloud based solution, which means that all the management, 

troubleshooting, device and security configurations and monitoring can be done through the 

dashboard hosted on the cloud. This means that we do not need to physically deploy any 

centralized management devices on the network infrastructure because it is already on the cloud. 

To deploy our network we just need to register the serial number of our Meraki devices and 

licence them into our dashboard and we can configure them right away without even having to 

turn them on. This way, when the event takes place we just need to plug them into an Ethernet 

cable and a power supply and they will get their configurations from our dashboard, and we will 

only need to polish their configurations and monitor their status and usage. 

 

Before configuring our network we need to define the amount of devices and series that we are 

going to use to give internet access for our wireless and wired infrastructure as well as the 

security firewall that we are going to use. 

For our wireless coverage we will use 6 MR42 Wireless Access points to cover the Foyer and 

auditorium area shown in Figure 15, three MR74 Outdoor Wireless Access points to cover the 

outdoor area of the Tecnocampus shown in Figure 16. 

For our wired coverage we will use one MS210-24 for the Auditorium which will hold up to 24 

devices connected at the stage area of the auditorium, two MS250-48 in stack to hold up to 96 

devices connected for the Foyer zones and two MS410-16 in stack as our distribution layer 

switches. 
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As our Firewalls, we will use two MX100 in HA stack with the advanced security licenses. This 

will allow us to keep track of and prevent or identify all the malicious activity in our network. 

 



44      4. Case Study 

 

 

 

 

 

Figure 15: Foyer Coverage and AP distribution 



Design and configuration of a network for videogame events  45 

Tecnocampus Polytechnic Superior School 

 

 

 

Figure 16: Outdoors Wireless Coverage 
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4.5. Viability analysis 

4.5.1. Technological viability 

To develop our network solution for this event, we require the following resources: 

1- Internet connectivity to access the Meraki Dashboard. 

2- The Meraki devices that we are going to configure and their licences. 

3- An end user device, like a personal laptop or desktop, from which we will access the 

Meraki Dashboard. 

4- Wires and cabling. 

4.5.2. Economical viability 

4.5.2.1. Budget 

Even though this is just a case study, we define the approximate cost of deploying the solution 

proposed. 

The needed budget is calculated through the Meraki devices and license pricing, the average 

salary of a Networking professional and the amortization of the computer. All the costs are 

shown in Table 2. 

Disclaimer: We are not taking into account the wire and cabling costs due to the lack of 

knowledge of the amount of meters of cable required. 

Item Quantity Cost per unit Total 

Meraki MR42 6 729,90€ 4.379,40€ 

Meraki 3 Year MR 

Enterprise License 

9 205,95€ 1.235,70€ 

Meraki MR74 3 965,31€ 2.895,93€ 

Meraki MR74 3 153,98€ 461,94€ 
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Omni Antenna 

Meraki MS210-24 

3 Year Enterprise 

License 

1 238,00€ 238,00€ 

Meraki MS210-24 1 2.060,00€ 2.060,00€ 

Meraki MS250-48 2 4.000,00€ 8.000,00€ 

Meraki MS250-48 

3 Year Enterprise 

License 

2 644,00€ 1.288,00€ 

Meraki MS410-16 2 5.695,00€ 11.390,00€ 

Meraki MS410-16 

3 Year Enterprise 

License 

2 700,00€ 1.400,00€ 

Meraki MX100 2 3.246,75€ 6.493,50€ 

Meraki MX100 3 

Year Advanced 

Security License 

1 3.500,00€ 3.500,00€ 

Network 

professional Salary 

600 (hours) 25,00€ 15.000,00€ 

Computer 1 1.500,00€*4y*(3/4)*(20/50) 1.800,00€ 

Total   60.142,47€ 

The computer price was calculated through the following formula: Price*life-span*(project time 

in years)*(hours of use per week for the project/total hours of use per week). We only require 

Table 2: Case Study Budget 
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one advanced security license due to the fact that HA/Warm-spare firewalls of Meraki only 

require one license. 

4.5.3. Environmental viability 

While the devices function normally the environmental impact that they generate is limited to the 

emission of radiofrequency waves for the wireless SSID spreading and the small amount of 

radiation from the electronic parts of the devices. 

When the devices malfunction they can produce harmful radiofrequency emissions or get 

statically charged which could lead to major injuries. Therefore, Cisco has established an Return 

of Merchandise Authorization which allows the return and replacement of the malfunctioning 

devices in little amounts of time and requires the malfunctioning devices to be disconnected and 

replaced from the network to prevent them from harming people. 

4.6. Deployment and Configuration guide 

First of all we need to register the devices to our dashboard; we do this in the “Add devices” 

menu on our Meraki organization shown in Figure 17, and then we click on the “Claim” button 

to upload the serial numbers of the devices shown in Figure 18. 

 

Figure 17: Add devices menu 
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After claiming the devices we configure the wireless and wired devices through different 

dashboards. 

For the Wireless devices we can configure the SSIDs through the Configuration SSID option of 

the wireless menu shown in Figure 19. There we can define which SSIDs we want to use in our 

event; in this case we will have the SSIDs EventGuests, EventVIPs and EventCorp, each one 

assigned to their corresponding VLAN. 

 

Figure 18: Claim device menu 
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To configure each of them individually we must click on the edit settings option of the 

corresponding SSID and enter the access control menu for that SSID, shown in Figure 20, there 

you can define its VLAN, association requirements, the splash page (if needed), the NAC policy 

to follow, group policies by device, the client IP management, content filtering, band selection 

and minimum bit-rates. 

 

 

Figure 19: SSID configuration menu 
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A part from that you can also configure Firewall rules and traffic shaping for each SSID in the 

“Firewall & Traffic shaping” option in the wireless menu. 

Each SSID can be assigned to all of the access points of our network or just to some of them, and 

we can adjust its availability by time schedules. This is done in the SSID availability option in 

the Wireless menu, shown in Figure 21. 

 

Figure 20: Access Control menu 

Figure 21: SSID Availability menu 
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A part from the previously mentioned wireless features, there is an additional, more important 

one called “Air Marshal” on the wireless menu. This feature allows us to enable AP scanning, 

SSID whitelist and blacklist and SSID alerting. It also allows us to identify Rogue SSIDs, SSID 

spoofs, malicious broadcasts and packet floods in our wireless network. See Figure 22. 

Figure 22: Air Marshal Dashboard 
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As for wired infrastructure configuration, once the switches are registered you can individually 

configure the ports, its management IP and VLAN, the DNS, gateway, firmware, routing and 

DHCP, access policies, Quality of Service, MTUs, STP and Multicast settings. See Figure 23. 
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Also, a part from configuring the switches you can also monitor the traffic, application usage by 

client and bandwidth usage by client from the entire network. See Figure 24. 

Figure 23: Switch Configuration Summary Menu 
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As a best practice we recommend setting up a syslog server to backup all configuration changes, 

accesses, logins, wireless associations and general events that take place in our network. This can 

be done through a general option in the Network-Wide menu. See Figure 25 

Figure 24: Network usage by client 



56  4. Case Study 

 

 

As for our security configurations we can manage and define Layer 4 and Layer 7 firewall rules, 

forwarding rules, NATs, VPNs (see Figure 26), access control through Active Directory or local 

logins depending on the VLAN tag (see Figure 27), traffic shaping, load balancing, flow 

preferences and global bandwidth limits (see Figure 28). 

 

 

Figure 25: Syslog Setup 

Figure 26: Firewall Options 
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Figure 27: Access control options 
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A part from those options we also have a summary report dashboard which briefly shows all the 

events that took place in the network. See Figure 29. 

 

Figure 28: Traffic Shaping options 
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Figure 29:Summary Report Dashboard 
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5. Viability Analysis 

5.1. Planning 

5.1.1. Initial planning 

In this section we will review all the initially planned activities to perform this project. 

The entirety of the initial planning activities and their correlations are described in Table 3 and 

Figure 30. 
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TaskName Start 
Date 

Due date Assigned to Duration Precedence 

Define TFG schema 20/11/17 21/12/17 Pere Castillo Japón 24d  

Plan the timetables for the project 22/12/17 22/12/17 Pere Castillo Japón 1d 1 

Gather information about the technology and the 
solutions proposed in previously planned events. 

22/12/17 26/01/18 Pere Castillo Japón 26d 1 

AvantProjecte 26/01/18 26/01/18 Pere Castillo Japón 0 3 

Define our standard videogame event and its 
needs. 

29/01/18 05/02/18 Pere Castillo Japón 6d 4 

Search for possible network device candidates to 
take part in our solution. 

06/02/18 27/02/18 Pere Castillo Japón 16d 5 

Define a contact form, with questions to ask to the 
previously planned event’s organizers. 

28/02/18 02/03/18 Pere Castillo Japón 3d 6 

Meet with the representatives of the companies 
that took place in the design and configuration of a 
network structure architecture solution for the 
previously planned events. 

05/03/18 14/03/18 Pere Castillo Japón 8d 7 

Analyze and filter the data gathered in meetings 
with the organizers to meet with our standard 
videogame event needs. 

15/03/18 19/03/18 Pere Castillo Japón 3d 8 

Partial delivery 19/03/18 19/03/18 Pere Castillo Japón 0 9 

Propose a first possible implementation solution, 
with the filtered and analyzed data. 

20/03/18 26/03/18 Pere Castillo Japón 5d 10 

Design a first conceptual topology from the 
proposed solution. 

27/03/18 06/04/18 Pere Castillo Japón 9d 11 

Analyze the first conceptual topology for 
improvements and make those improvements 
(Iterate). 

09/04/18 09/04/18 Pere Castillo Japón 1d 12 
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Configure through GNS3 a first schema of our 
network topology solution. 

10/04/18 17/04/18 Pere Castillo Japón 6d 13 

Analyze the first schema for improvements and 
make those improvements. Iterate until we have 
a solid solution. 

18/04/18 23/04/18 Pere Castillo Japón 4d 14 

Build a first prototype in real-life devices of our 
final implementation. 

24/04/18 01/05/18 Pere Castillo Japón 6d 15 

Analyze the prototype and improve it 02/05/18 21/05/18 Pere Castillo Japón 14d 16 

Final delivery 21/05/18 21/05/18 Pere Castillo Japón 0 17 

Table 3: Project's initial planning 
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Figure 30: Gantt diagram of the initial planning 
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5.2. Planning changes 

Initially we planned to use information gathered from previous event organizers and companies, 

however, we realized that most of the event organizers knew very little about their network 

infrastructure configuration, which shows that those people who configured the entire 

infrastructure where external organizations somehow related to them. To solve this issue, we 

took information from Cisco’s public Case Studies which had similar points to an event 

organization and adapted their requirements and network needs to our videogame event case. 

A part from this issue, we decided to implement an entire use case for our videogame event and 

explain possible topology solutions and configurations instead of using Lucid Chart and GNS3 to 

design and configure only one topology. 

Another major fact to consider not using GNS3 for our device emulation is the lack of ISOs from 

the devices we want to use for our chosen solution 
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5.3. Technical viability 

Since this project is a based on a theoretical study of the state of the art and establishment of best 

practices to follow through a Case study the technical requirements of this project consist of the 

following: 

1- Internet connectivity to access data and information about different network architectures 

from Cisco. 

2- A personal computer to develop the project. 

3- Cisco Packet Tracer software to design the architecture of our network solution proposal. 

4- Access to a limited-feature demonstration version of a Meraki Dashboard to explain the 

solution we propose. 

In our previous planning we required access to a LucidChart educational license and a GNS3 

compatible IOS database. However, the LucidChart educational license did not offer as much as 

we intended and the GNS3 compatible IOS database was not accessible throughout the 

development of the project. Therefore, we had to change the requirements to work with Cisco 

Packet Tracer and the demonstration version of the Meraki Dashboard. 
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5.4. Economical viability analysis 

Since this project is a based on a theoretical study of the state of the art and establishment of best 

practices to follow through a Case study, therefore the project can only be charged to an 

enterprise if they request this kind of studies. Otherwise there is no economical viability of doing 

a project of such scale. 

We also added an economical viability analysis to the Case Study solution proposal. Refer to 

page 46 for more detailed information. 

5.4.1. Budget 

This projects budget and production cost is calculated through the average salary of a junior 

engineer and the average cost amortization of the device that will be used for the development of 

this project, in this case a personal computer. See Table 4. 

Item Quantity Price per unit Total 

Engineer hours of 

work 

600 15,00€ 9.000,00€ 

Computer 1 1.500,00€*4y*(3/4)*(20/50) 1.800,00€ 

Total   10.800,00€ 

The computer price was calculated through the following formula: Price*life-span*(project time 

in years)*(hours of use per week for the project/total hours of use per week). 

Table 4: Project Budget 
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5.5. Environmental viability 

Being a theoretical study the only environmental impacts are those coming from the 

malfunctioning of the personal computer, such as over-heat, static discharges or battery 

poisoning. This is solved through a personal computer or broken parts replacement. 
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5.6. Legal Aspects 

This project is protected under the CC BY-NC-SA Creative Commons license. 

Disclaimer: All resources used in this project are under the “Educational Purposes, Fair Use: 

non-profit and non-commercial purposes” regulation. 
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6. Conclusions 

From the development of our project we can draw he following conclusions: 

1- There is no videogame event which is exactly the same as another. Each event has 

different and precise features and requirements, which make them unique. Therefore 

each one of them must have a customized configuration. 

2- Even though no event is equal to another, there are general characteristics that must be 

taken into account in any event network design, which we defined as zones and their 

network needs. 

3- For just one event there are multiple solutions. In this project we encountered a vast 

amount of solutions to the same requirement event just working with one manufacturer, 

Cisco. Therefore the amount of solutions that can be provided taking into account 

multiple manufacturers is enormous. 
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7. Possible enhancements 

As this project’s possible enhancements we have the following: 

1- Work with multiple manufacturers: Take into account solutions from Huawei, Netgear, 

Juniper or other manufacturers a part from Cisco. 

2- Take into account other kind of events that require a strong network configuration a part 

from videogame events to use them as reference when defining network event solutions. 

3- Define a bigger videogame Case Study: Bigger videogame events require of a more 

complex network infrastructure design and configuration. 

4- Enter into more detail when explaining the configuration guide for the Case Study. 

 





Design and configuration of a network for videogame events 75 

Tecnocampus Polytechnic Superior School 

 

8. Bibliography 

1. González, Alberto. Vandal. Vandal. [Online] 30 6 2016. [Cited: 15 11 2017.] 

http://www.vandal.net/noticia/1350678619/la-liga-de-videojuegos-profesional-y-el-evento-

gamergy-regresaran-en-diciembre/. 

2. La Vanguardia. La Vanguardia. La Vanguardia. [Online] 10 10 2017. [Cited: 6 11 2017.] 

http://www.lavanguardia.com/economia/20171008/431906524861/barcelona-games-world-

visitantes.html. 

3. Euskadi Tecnologia. Euskadi Tecnologia. Euskadi Tecnologia. [Online] 26 7 2017. [Cited: 5 

11 2017.] https://www.euskaditecnologia.com/euskal-encounter-25-valoracion/. 

4. Wikipedia. Wi-Fi. Wi-Fi. [Online] Wikipedia, 7 Marzo 2018. [Cited: 10 Marzo 2018.] 

https://en.wikipedia.org/wiki/Wi-Fi. 

5. —. IEEE 802.11 standard. IEEE 802.11 standard. [Online] Wikipedia, 20 Marzo 2018. 

[Cited: 26 Marzo 2018.] https://en.wikipedia.org/wiki/IEEE_802.11. 

6. —. IEEE 802.1Q standard. IEEE 802.1Q standard. [Online] Wikipedia, 22 Marzo 2018. 

[Cited: 26 Marzo 2018.] https://en.wikipedia.org/wiki/IEEE_802.1Q. 

7. Thomas, Thomas M. Wireless Security. Wireless Security. [Online] Cisco Press, 16 Julio 

2004. [Cited: 26 Marzo 2018.] 

http://www.ciscopress.com/articles/article.asp?p=177383&seqNum=5. 

8. Wikipedia. Computer Security. Computer Security. [Online] Wikipedia, 26 Marzo 2018. 

[Cited: 26 Marzo 2018.] https://en.wikipedia.org/wiki/Computer_security. 

9. —. Intrusion Detection Systems. Intrusion Detection Systems. [Online] Wikipedia, 23 Febrero 

2018. [Cited: 30 Marzo 2018.] https://en.wikipedia.org/wiki/Intrusion_detection_system. 

10. —. Firewalls. Firewalls. [Online] Wikipedia, 28 Marzo 2018. [Cited: 30 Marzo 2018.] 

https://en.wikipedia.org/wiki/Firewall_(computing). 



76  8. Bibliography 

 

11. Meraki. Meraki Docs. Meraki Docs. [Online] Cisco Meraki, 12 Diciembre 2017. [Cited: 5 

Marzo 2018.] https://documentation.meraki.com/. 



 

 

 


	1. Object of the project
	2. State of the art
	2.1. Events
	2.1.1. Introduction
	2.1.2. Zones
	2.1.2.1. What are Zones?
	2.1.2.2. Types of Zones
	2.1.2.3. Zone types and network needs

	2.1.3. Previously organized events
	2.1.3.1. Gamergy
	2.1.3.2. Barcelona Games World
	2.1.3.3. Euskal Encounter


	2.2. Technology
	2.2.1. Wireless
	2.2.1.1. IEEE 802.11
	2.2.1.1.1 IEEE 802.11b and IEEE 802.11g
	2.2.1.1.2 IEEE 802.11a, IEEE 802.11n and IEEE 802.11ac
	2.2.1.1.3 5G

	2.2.1.2. Access Points

	2.2.2. Wired
	2.2.2.1. VLANs
	2.2.2.1.1 IEEE 802.1Q
	2.2.2.1.2 VLAN Routing and switching


	2.2.3. Security
	2.2.3.1. Wireless threats
	2.2.3.2. Wired Threats
	2.2.3.3. Frontier security and network monitoring
	2.2.3.3.1 Intrusion Detection Systems
	2.2.3.3.2 Intrusion Prevention Systems
	2.2.3.3.3 Firewalls

	2.2.3.4. Network Access Control (NAC)

	2.2.4. Management


	3. Methodology
	4. Case Study
	4.1. Introduction
	4.2. Description
	4.3. Possible solutions
	4.3.1. Wireless
	4.3.2. Wired
	4.3.3. Security
	4.3.4. Management

	4.4. Chosen solution
	4.4.1. Explanation

	4.5. Viability analysis
	4.5.1. Technological viability
	4.5.2. Economical viability
	4.5.2.1. Budget

	4.5.3. Environmental viability

	4.6. Deployment and Configuration guide

	5. Viability Analysis
	5.1. Planning
	5.1.1. Initial planning

	5.2. Planning changes
	5.3. Technical viability
	5.4. Economical viability analysis
	5.4.1. Budget

	5.5. Environmental viability
	5.6. Legal Aspects

	6. Conclusions
	7. Possible enhancements
	8. Bibliography

